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© Method and arrangement for encryption. 



© The present invention relates to a method and 
an arrangement for encryption in data communica- 
tion between data terminals via a communication 
network. Each terminal is connected via a data bus 
to a modem comprising a processor with buffer 
which stores the data written with the terminal. The 
modem also comprises an encryption/decryption cir- 
cuit for encrypting the data in the buffer and an 
interface circuit for matching the modem to the ter- 
minal concerned. According to the invention, an en- 
cryption equipment is thus provided in a special 
modem for all types of data communication. 
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METHOD AND ARRANGEMENT FOR ENCRYPTION 



The present invention relates to a method and 
an arrangement for encryption in data communica- 
tion between terminals which communicate over a 
communications network, for example the Datel- 
Datex network. 

To prevent unauthorized tapping of information 
from the telecommunication network, it is often 
desired that the data signals which transfer the 
information should be encrypted. Today, encryp- 
ting equipment is found in computers or in printers 
for two-wire connections. Since not all connections 
require encrypting, it would however be an advan- 
tage to install the encrypting equipment into a 
special .modem for all types of data communica- 
tion. 

According to the invention, the encrypting is 
carried out in the terminal equipment so that the 
data is encrypted during the transfer into the tele- 
communication network. The invention specifies a 
method for encryption according to which the data 
is written with the terminal to a buffer, the buffer 
content is encrypted by an encryption circuit, the 
encrypted data is written into the buffer and the 
buffer is read for transmission on the telecommuni- 
cation network. 

The present invention also specifies an ar- 
rangement for encryption in which each terminal is 
connected via a data bus to a modem comprising a 
processor with buffer for storing data, an 
encryption/decryption circuit for encrypting or de- 
crypting the data in the buffer and an interface 
circuit for matching the modem to the terminal 
concerned, the modem in turn being connected to 
the communication network. 

The invention is explained in greater detail 
below in connection with the single figure which is 
a basic diagram of the arrangement according to 
the invention. 

In the figure, a terminal is shown which is 
connected via a data bus to a modem. The modem 
comprises a processor with a buffer, an 
encryption/decryption circuit and an interface. 

Data is written in with the aid of the terminal 
and sent via the bus to the buffer. The data may 
also be stored in an external buffer. When the 
buffer is full or at a suitable time, a signal is -given 
to the encryption circuit which encrypts the data 
which is then written back into the buffer. The 
encrypted data can now be read by the processor 
and transmitted on the telecommunication network. 

The encryption circuit is preferably a micro- 
circuit which contains an encryption logarithm. The 
circuit should be RAM-compatible for coupling to 
the CPU card. 

At the receiving terminal with corresponding 



modem, the reverse process occurs for decrypting 
the signals. 

The interface circuit of the modem is used for 
matching the modem to the terminal concerned. 
5 The arrangement is preferably made up of 
integrated circuits. There are already suitable stan- 
dard components on the market 

The present invention thus provides an ar- 
rangement which is simple and inexpensive to pro- 
70 duce. Another advantage of the invention is that the 
unencrypted data is transmitted over as short a 
path as possible, that is to say only the short path 
between the terminal and the modem. 

75 

Claims 

1. Method for encrypting in data communication 
between data terminals via the telecommunication 

20 . network or similar communication network, char- 
acterized in that data is written with the terminal to 
a buffer; that the buffer content is encrypted by an 
encryption circuit; that the encrypted data is written 
into 1he buffer; and that the buffer is read for 

25 transmission on the telecommunication network. 

2. Method according to Claim 1, characterized in 
that the encrypting is carried out when the buffer is 
full or at a signal to the encryption circuit 

3. Arrangement for encryption in data communica- 
30 tion between data terminals via the telecommunica- 
tion network or similar communication network, 
characterized in that each terminal is connected via 
a data bus to a modem comprising a processor 
with buffer for storing data, an 

as encryption/decryption circuit for encrypting or de- 
crypting the data in the buffer and an interface 
circuit for matching the modem to the terminal 
concerned, the modem in turn being connected to 
the communication network. 

40 4. Arrangement according to Claim 3, characterized 
in that the encryption circuit is an integrated circuit 
5. Arrangement according to Claim 3 or 4, char- 
acterized in that the circuits are standard compo- 
nents. 

45 
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